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oogle failing consumers by
profiting from scam websites

Splitting up
in an economic

downturn
Divorce, pages 68-69

Shoppers must be ‘ See

gt oot | SO 1 site

links on the search : e :
giant but there are ways 100ke.d t,Ota]Iy
to avoid falling victim, genuine

says Lauren Thompson )

Internet shoppers have been told to be
on their guard as scam websites are
dominating the sponsored search
results for many branded goods on the
internet search giant Google.

Fraudsters, mostly based in China,
are duping Britons into buying fake
items such as Ugg boots and Links of
[nndol:ejewﬂjew that appear as
sponsored links on Google. In many
cases the goods never arrive and
customers’ credit card details are put
at risk.
hapgers can A I irsposcibl 1o 6
shoppers can it e to b
the difference between a fake and a
legitimate site. Victims complain that
they thought the websites were genu-
ine because they had a commercial
relationship with Google.

Professor Ross Anderson, an online
security expert at the University of
Cambridge, says: “If you click on an
advert on Google, you are twice as
likely to come to harm as if you click
on the top three free search results,
Internet shoppers need to be v
wary and should always d:ouble:h:{

they are buying items from a
Iegmm.\re site.”

‘If you are unfamiliar
with the site and feel
uneasy, don't use it’

A Google search for Links of
London Jewelle%:eveais at least four
spnnsored links for counterfeit sites. A
search tol Jeweller, Titany &
Co, mmh ﬂ]z link www,
uk-tiffanyonline.com, which claims to
offer discounts of up to 85 per cent.
‘The site looks almost exactly the same

How to avold dodgy websites ‘Although genuine
There are several common signs thata  with caution. If a website ends in co.  Google to remove fake websites, the
website is fraudulent. It will usually  uk. it does not necessarily mean that  fake site simply reappears with a new

bers or hyphens — should be treated  *Althou retailers do ask

offer "bargain prices” and display

% SR ol ot iy
and it pa; up to £5 every
llmeauserdrmonﬂnlmk.
mﬁ: for
m;ble&?‘tl:h cloﬁﬂnswihr
shows that the first sponsored link.
xbuumhjeonumatouwm.u
a fake site and has simply copied and
images  fro

Although Gnﬁlr nys that it will
not knowingly advertise sites selling
counterfeit goods, the search engine
perﬁ:mnfwdlligenu-dmks on web-
sites, claiming that it cannot "regulate
the internet”.

Here, Times Money explains how to
spat a fraudster and stay safe when
shopping online.

banners such as "Save up to 75 per

cent” on the
sm \::bsm&hmﬂy eremmlanj:

uﬁ';-r nnly a xmu} ﬂuﬂl on

retail nrli}:t “Always hrine nlu
adage: 'If it seems too good to be true,
it pmbnbly is," says Jaclyn Clarabut,
of Which? Computing. *If you are unfa-
miliar with the site and feel uneasy
mutauyr.hmn. don't.use it”

The genuine: Ugg Australia and
ghil websites — uggaustralia.com and
ghdhair.com — have a useful tool that
allows 1o type in a web address
to check whether it is an authorised
seller of their products. Generally, any
wehsite with a strange domain name
— especially ones that include num-

the seller is based in the UK. nmwtﬁxhbmnﬁcnmthamﬁlu

d link so that it

in ‘ukby;:;mntm Whais m}m:kt

Nominet, the internet registry for
names — www.nominetorguk/other.
whois. For a search un
Whois reveals that linkscraftcouk,
which claims to be the “best Links of
London online store” was actually
registered on January 4, 2009, from an
address in Narging, China

For sites ending in .com or .org or
o to www.whois. A search of the
genuine Links website, linksoflondon.
com, reveals that the site has been
registered since 2002 at an address
inéu_m{icc o

&ir OOy, wmplﬂ:%hi

com, the comparison website, says:

at the top of search results.”
!nzﬂﬂﬁlien[-:delman an academic
ty, conducted a

sr.udy of the mwwthl of sites
with sponsored links at the five main
mrch:nglmﬂeﬁuwdﬁlﬂﬂaw
cent of Google's sponsored links were
untrustworthy, rising to 6.01 per cent
for MSN and 7.2 per cent for AOL

click on the top free search result
on page 66
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